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HP Designjet Printer Series Security Settings

1. Introduction & Overview

This document is aimed at providing an overview of the security features supported by HP Designjet printers as of
February 2012.

The security features described in this document make the HP Designjet printer series particularly well suited to being
deployed into environments where network, data, access control, and security are important.

The following is a table summarizing the new and existing security features of HP Designjet printers series and how
they are implemented using the Embedded Web Server and/or HP Web JetAdmin (WJA). Please make sure that the

printer has the latest firmware version to benefit from all security features.

Note: If the printer is not listed in the table then these features are not implemented.

26200 rar{ili} Z2100/Z5200ps

Hide information to user

Control panel lock EWS N/A N/A
Hide IP from fp Fp N/A N/A
EWS multilevel EWS EWS (1 level) N/A
Printer access control N/A N/A N/A
Exclude personal info. From accounting EWS EWS EWS (Z5200ps only)

Disable features

Disable USB drive N/A N/A N/A
Disable fmw update thru USB N/A N/A N/A
Disable interfaces EWS N/A N/A
Disable direct print with ePrint&Share (USB N/A N/A N/A
Printina)
Disable internet connection N/A N/A N/A
Disable ePrint Center connectivity N/A N/A N/A
Disable protocols EWS/WJA EWS/WJA EWS/WJA
Wizard setup configuration N/A N/A N/A
Data access

Secure file erase WJA WJA WJA (Z2100 only)
Secure disk erase WJA/FP WJA/FP N/A
External HDD Yes No No

Communications security
IPSec EWS EWS/WJA + JetDirect EWS/WJA + JetDirect
SNMPv3 EWS EWS/WJA + JetDirect EWS/WJA + JetDirect
CA/ID Certificates EWS/WJA EWS + JetDirect EWS + JetDirect
Encrypt web comms EWS/WJA EWS/WJA + JetDirect EWS/WJA + Jetdirect
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T7100 T1500/T920 T2300/T1300 T790 T120/T520
Hide information to user
Control panel lock EWS/WJA EWS/WJA EWS/WJA EWS/WJA N/A
EWS multilevel EWS EWS/FP/WJA EWS/FP EWS / FP (1 level) EWS (1 level)
Hide IP from fp Fp Fp Fp Fp N/A
Printer access N/A EWS/FP/WJA EWS/FP EWS/FP N/A
control
Exclude personal
info. From EWS EWS/WJA EWS EWS N/A
accounting
Disable features
Disable USB drive N/A EWS/FP/WJA EWS/FP EWS/FP N/A
Disable fmw
update thru USB N/A EWS/FP EWS/FP EWS/FP N/A
Disable interfaces EWS EWS/FP/WJA EV.VS(FP (UsB E"‘.’S / FP(USB EWS/FP
printing only) printing only)
Disable direct print
with ePrint&Share N/A EWS/FP FP FP N/A
(USB Printing)
Disable ePrint N/A EWS/FP FP FP EWS/FP
Center connectivity
Disable internet N/A EWS/FP/WJA EWS/FP EWS/FP EWS/FP
connection
Disable protocols EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA
Wizard setup N/A EWS N/A N/A N/A
configuration
Data access
Secure file erase WJA EWS/FP/WJA WJA WJA N/A
Secure disk erase WJA/FP EWS/FP/WJA WJA/FP WJA/FP (PS models) N/A
External HDD Yes No Yes PS only No
Communications security
IPSec EWS EWS/FP/WJA EWS/WJA EWS/WJA EWS
SNMPv3 EWS EWS/FP/WJA EWS EWS N/A
CA/ID Certificates EWS/WIA EWS/WJA EWS/WJA EWS N/A
Encrypt web
comms EWS/WJA EWS/FP/WJA EWS/WJA EWS/WJA EWS
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T770 Z3100 Z3100ps A 4020/4520 T1100/T1120 Z6100

Hide information to user

Control panel lock EWS/WJA WJA N/A N/A WJA EWS EWS N/A
. EWS (1
EWS multilevel EWS N/A N/A level) EWS EWS EWS N/A
Hide IP from FP Fp Ep N/A N/A FP FP EP N/A
Printer access N/A N/A N/A N/A N/A N/A N/A N/A
control
Exclude personal
info. from EWS EWS N/A N/A EWS EWS EWS N/A
accounting
Disable features
Disable USB drive N/A N/A N/A N/A N/A N/A N/A N/A
Disable fmw
update thru USB N/A N/A N/A N/A N/A N/A N/A N/A
Disable interfaces EWS EWS EWS N/A EWS EWS EWS N/A
Disable direct
print with
ePrint&Share (USB N/A N/A N/A N/A N/A N/A N/A N/A
Printing)
Disable ePrint
Center N/A N/A N/A N/A N/A N/A N/A N/A
connectivity
Disable internet N/A N/A N/A N/A N/A N/A N/A N/A
connection
. EWS/WJ
Disable protocols EWS/WJA A EWS/WJA EWS/WJA EWS/WJA EWS/WJA EWS/WJA | EWS/WJA
Data access
Secure file erase WJA WJA WJA WJA WJA WJA WJA N/A
Secure disk erase WJA/FP W(J:[/JI;P N/A FP FP WJA/FP WJA/FP WJA/FP
HD ver
External HDD Yes (from fw No No No No No No
6.0.0.6)
Communications security
IPSec EWS/WJA EWS/WJ | EWS/WJA | EWS/WJA + EWS/WJA + EWS/WJA + EWS‘{WJA EWS/WJA +
A + Jetdirect Jetdirect Jetdirect Jetdirect " Jetdirect
Jetdirect
SNMPv3 EWS + EWS + EWS + . EWS + EWS +
EWS EWS Jetdirect Jetdirect Jetdirect EWS+ Jetdirect Jetdirect Jetdirect
CA/JD Certificates EWS + EWS + EWS + . EWS + EWS +
EWS EWS Jetdirect Jetdirect Jetdirect EWS + Jetdirect Jetdirect Jetdirect
E:;:r"’f: web Ews Ews | EWS/WIA | EWS/WIA+ | EWS/WIA+ EWS/WJA + EWS{ WIAT ewsiwan +
+ Jetdirect Jetdirect Jetdirect Jetdirect Jetdirect Jetdirect
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2. Security features available for Large Format scanners

The Multi function printers (MFPs) are made of two main parts: The printer and the scanner. For the printer, the table
above applies, for the scanner please refer to the following table:

DJ 4500MFP/T1100MFP
HD-MFP Series
DJ4520 Scanner, DJ 4500
Scanner, HD Scanner

T1120 SD-MFP T2300 emfp

Firewall Yes Yes Yes
Antivirus . . . . L .
T Closed systems with very low risk of being infected by a virus, no antivirus is required
installation

Disable FTP &

WebAccess ves No Yes

Access to images in

scanner through
network

Yes, by default (FTP & EWS -

Read only) No No

Microsoft Security

patches Yes through scanner SW update Not needed (Linux based)

Install scanner
software into _a | Possible but not official process No No

separate PC
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3. Security Concepts explanation

3.1 Secure File Erase
Secure File Erase is a feature that manages how files are deleted from the printer’s hard disk.

There are three security modes to the Secure Files Erase feature. These settings can be changed in the Web JetAdmin.

¢ Non-Secure Fast Erase: All file pointers to the data (table indexes) are erased. Temporary data remains
on the Hard Disk Drive until the disk space it occupies is needed for another purpose, and is then
overwritten. This is the fastest mode of operation and is the default for all printers.

e Secure Fast Erase: File pointers are erased and the disk space where the temporary job was stored is
also overwritten with a fixed character pattern. This mode of operation is slower than Non-Secure Fast
Erase, but all data is overwritten.

e Secure Sanitizing Erase: File pointers are erased and the disk space where the temporary job was stored
is repetitively overwritten using an algorithm that prevents any residual data. This mode of operation
may affect product performance. The Secure Sanitizing Erase mode of operation meets the US
Department of Defense 5220-22.m requirements for clearing and sanitization of disk media. When the
Secure Sanitizing Erase feature is enabled, all temporary files that might contain sensitive data are
erased with this method, no temporary files are left after a job has completed (scan, copy, or print).

Furthermore, if storing jobs in the printer is not required; set the number of jobs to be stored in the printer’s queue to
0. To configure this setting perform the following:

e (o to the printer’s front panel
e Select the “setup” menu
e Select “job management setup”

For further information, refer to the printer’s user manual as the actual menu options might change for a specific
printer. The following is an example of how to change the ‘Secure File Erase’ setting for the HP Designjet T1100
printer.

¢ HP Web Jetadmin - localhost ==
File View Tools Help n?
Device Management f= New (Last Discovery) (1 of 57 Selected) & | Layouts | 7 Fitters | [JE &0
E-El Overview . Device Model |IP Address IP Hostname: Port (Any) Sev Hardware Address L~
Al if:;‘:?jis . ™F HP Designjst Z6100ps 60in 162362115 dhcppedemeah.. 1 €) 0040CASC10DI1
\zrming Devices (11) &)  Photosmart 162358133 HPOO1279433A3.. 1 () 0027M3383C
2 HP LaserJet 4350 162356140  ben03032.esphp_ 1 (O 001279DEEACC
&l Ungrouped Devices (44) & HP LaserJet P3005 1623 58162 npiBd7694 emea 1 €3 002154807694
“} HP Color LaserJet 4600 162356148  bpoddlesphpc.. 1 /&, DODTEGSBS005 il
[ HP LaserJet 4050 16.23.60.63 npi2d28%a.emea... 1 /&, 0030C12D283A |z
=1 HP LaserJet M4345 MFP 16.23.58.55 npig0d76d.emea... 1 €3 001708300760 -
ﬁ[ﬂ Firmware &  HP Designjet Z3200ps 44in Photo  16.23.59.162 Ip41%.emea hpac... 1 0 0040CAATABES
Reports : HP Designjet T1100ps 24in {162359.106 pr-203.emeahpg..; 1 @
Supplies *J HP LaserJet 4100 MFP 16.23.56.21 troys221 esphp_ 1 /&, OD30BECDBTCI
&  HP LaserJet M3035 MFP 162361106  npiB219a5.emea.. 1 €3 001708821985
"} HP Color LaserJet 5500 162356228  ben03021.esphp... 1 /&, D0110AF20B43
£ HP Designiet 300PS 162356213  ben(2142esphp... 1 €3 0030C18C3260 -
Status | Corfig ‘Nerls I Groups I Reports | Supplies I Storage | Applications | Detailed Info | Ca i I Troubleshoot | Firmware
ﬁ? Apply Template... ﬁFVIEW History S% Customize... Refresh

Quick Device Discovery - Set Community Name -~

"B
- Fiffle System Password
E Secure File Erase Mo

Device Management

Print Management =
&
#A- m— < n | r

Save as Template ][Schedula J[ Apply. ]

(L]

! /= HP'Web Jetadmin - ... [ «d HP Web Jetadmin - ... f & Twd ¥ E ) 1150
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Secure Disk Erase

In either of the two secure methods described above, (Secure Fast Erase and Secure Sanitizing Erase), there is also the
option to sanitize the whole disk. The sanitizing method removes any user data in a secure manner, so the device can
be moved out from a secure location to unsecure location. All disk erasing will be done via the same level of security
erase.

This setting can only be used via Web JetAdmin, or the Front Panel “Service menu” which is only accessible with the
help of an HP Support representative.

e HP Web JetAdmin access: The user interface that manages the Secure File Erase and Secure Disk Erase
functionality is the HP Web JetAdmin. This is the same functionality that is used in the Web JetAdmin
device plug-ins for LaserJet printers, this would enable setting the same global options across a fleet of
HP LaserlJet’s and HP Designjets. The following example shows how to configure the HP Designjet T2300
using the Web JetAdmin. Note that in the Web JetAdmin this option is called “Secure Storage Erase”.

e kcbor T

File View Tools Help

Device Management & All Devices (1 of 3 Selected)
== Overview

ﬁ I:I Layouts - | “F Filters ~ @ a gﬂ

BT Devices ) :

. .E7 Error Devices (2) Device Model IP Address IP Hostname Port (Any) Sev Hardware Address
| Warning Devices (0) B HP Designjet T2300 PostScript 16.23.13.31 aparedesemea. . 1 0 0026558804BF
1 New (LestDiscovery) (0) ' HP Designjet T7100ps 162356125 printcomnerb2-3e 1 () 002655152588

- Ungrouped Devices (3) % | HP Designjet T2300 PostScript 162313181 | npi0265588248 . | 1

E Groups

W Discovery

- A2 Configuration

g Alerts

Firmware

Reports

=
(| Storage
Solutions

| Status I Canfig I Alerts I Troubleshoot I Groups I Reports I SupphM Storage ’oh.rtions | Capabilities I Filana:e|
iBView v | Templates...

Device Model IP Hostname IP Address @Stnrage Media
HP Designjet T2300 PostScript | npiD0265588248 . | 16.23.13.181 | Storage Device count: 1

Quick Device Discovery

4 n (3
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‘_/" \ = |

Select media @ Specify settings L%"]

Select media Secure erase mode
) HP Designiet T2300 FostScript - npi002655882481 emea hpacorp.net — 1623 13.181 (1 ltem) I ©) Use setting on device

Media Type [Description] Capacity (KE)  Used Space (KB | Read/Viiite Ensbled

@) Specify mode
ISecure Santtizing Erase -

[ Retain mode after erase

< m | i [C] Schedule erase

Next > <Back | Net> | [ Cancel

e  Printer’s Front Panel access: Once the “Service Menu” is entered with the help of an HP Support
representative, perform the Secure Disk Erase by using the same 3 options that are in Web JetAdmin.
Note that the name of the feature in the front panel is Disk Wipe DoD 5220.220M, and the three options
are called “Insecure Mode”, “1-pass mode” and “5-pass mode”

First, select the security level, and then perform the erase operation. The printer will warn that it is a process which
deletes all data and takes a long time, when accepted; the printer begins the process and displays a progress bar until
complete, all data will be wiped in one of the two selectable methods and the printer’s firmware will be restored.

The following screens show how to perform a secure hard disk erase in the HP Designjet T2300 printer:
Service utilities
Enable/Disable Sleep Mode

Disk Wipe DoD 5220.220M

Hard Disk Recovery

Show/Hide Front Panel Info

10
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Disk Wipe DoD 5220.220M

Sanity Level

Disk Wipe (DoD 5220.22-M)

Sanity Level

Insecure Mode
1-Pass Mode

5-Pass Mode

Disk Wipe DoD 5220.220M

Sanity Level

Disk Wipe (DoD 5220.22-M)

1

Security Settings
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3.2

Security Settings

Control Panel Access Lock

The control panel access is a feature intended for IT administrators, which allows them to lock the device’s control
panel using the HP Web JetAdmin or the printers Embedded Web Server (depending on the printer model). This feature
prevents unauthorized users from accessing the control panel and changing the printer’s settings. Administrators can

specify the level of access as follows:
e Unlock
e Minimum lock
e Moderate lock
e Intermediate lock
e Maximum lock

This option can be enabled from the HP Web JetAdmin as shown below:

| Status | Config | Aletts || Groups || Reports || Supplies | Storage | Applications || Detailed Info |

| Capabilties || Troubleshoot | Fimwars |

Apply Template. .. Vigw Histary Customize... &35 Refresh
=3

(- My Settings

(- Device

__ Network [0 & Unlock

= Security ) Minimum Lock

- Access Control List

& Control Panel Access

- Disable Direct Ports

- Embedded Web Server Pass_.
- (aet Community Name

- PJL Password

() Moderate Lock
O Intermediate Lock
(O Masdmurm Lock

Control Panel Access

- Printer Firmware pdate

- Set Community Name

----- SNMP Version &ccess Control
- Embedded \web Server

[#- File System

This option can be enabled from the T1200 Embedded Web server as shown below:

[/ HP Designjet T1200 PostScript

NPI&G343D / 16.23.45.148
[ ] setn Suppor
Configuration S =
ecurity

Printer settings

Maintenance
Firmweare update

Paper preset management Check to disable or uncheck to enable connectivity options. If any of them

(€ HP Designjet T1200 PostScript - Security - Windows Internet Explorer [ =s=]
@@ =[] hies//16.23.45.140 hp/device fuebihccessindeschtm?eontent=security <[4 x| [0 Gagte R
e Favorites | i £} dshared.com - free file sh.. & Filmlabber.com Recent., v [] HP Drivers [ Get More Add-ons ~

| @ HP Designiet T1200 PostScript - Security |

Printer status: (8] Replace G cartridge &5

EETY Access Control
E-mail server
Date & Time = Access controlis currently disabled. To enable access control you must set the adminisirator user account

ged, the printer

Disable on-board Gigabit Ethernet *

(=] Disable USB

Nete: * Ta disabie this interface you should access the EWS through a different network interface.

Control Panel Access Lock

Select an option ig Vel of the control panel access oK.

Unlock
Minimum Lock
Woderate Lock
Intermediate Lock

Maximum Lock

restart.

Done

€ Local intranet | Protected Made: OFf

a v B0% v

12
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The following table shows the different levels access and what they enable or disable:

Retrieve Job Information Paper handling | Configure Designjet | Diagnostics

e  Maximum Lock — Denies access to all options.
e Intermediate Lock — Denies access to the paper and ink supplies handling options, maintenance options,
and demo prints, on top of the Moderate Lock. Only viewing printer and supplies information is allowed.
e Moderate Lock — Denies access to all printer settings, the job queue, information and service prints, and
the printer log, on top of Minimum Lock. For ePrinters, the setting also locks access to these 5 security
features:
= Disable USB drive
= Disable firmware update through USB
= Disable direct print using ePrint&Share
= Disable ePrint connectivity
= Disable internet connection

e Minimum Lock — Denies access to the Resets options, Enable/Disable connectivity options, and the
Service Menu.

Note: With the Moderate or Maximum locks set it is not permitted to load/unload paper or replace printheads/ink
cartridges without first unlocking the front panel. These options should only be set in specific circumstances where
the implications are known and understood.

When the Control Panel is locked, the applicable menus show a ‘lock’ symbol in the front panel. If a user attempts to
enter in a “locked” menu entry, a warning message is displayed:

Default printing options
Access denied,

Contact the printer
administratar

3.3.1 Deadlock: Front Panel locked + EWS password forgotten

Under certain circumstances, a printer might be blocked if the control panel has been locked and the administrator has
lost the password needed to unlock it. This could happen if the front panel is locked through the printer’s Embedded
Web Server and the Administrative password in the EWS is lost. In this situation, it would not be possible to unblock
the front panel from the Embedded Web Server and it would not be possible to reset the Embedded Web Server from
the front panel.

With HP Designjet Printers there is a menu option accessible to users with the guidance of Customer Support agents.
Contact HP Support in case of problems related to deadlock.

13
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Embedded Web Server (EWS) multilevel access

The Embedded Web Server is a powerful tool which enables direct management of a device such as an HP LaserJet
printer or an HP Designjet printer, however with no security in place, this tool also has the potential to have a negative
effect on many features as they can be configured using just a web browser and knowledge of the IP connection to the
printer. To solve this situation we have implemented two levels of access to our compatible HP Designjet printers as
follows:

The Security page enables users to:

e Restrict access to the printer by setting an administrator user account
e Define two levels of access: Administrator and Guest

e If the two levels of access have been set, and without having either of the passwords; access to EWS
information will not be permitted, see below:

Security Settings

& HP Desigryet 11200 PostScript - Job queue - Windows Intermet Explorer EICE
@@v (@) hrtp/716.2245.148/mp/device AwebAccessfinder hmicontent=job_gueut <[ 43| x |[20 Googie s
x @
<y Favarites | o £ &shared.com - free file sho.  f4 Filmiabber.com Recent... v (] HP Drivers g Get More Add-ons »
~ »
) HP Designjet T1200 PostSeript - Job queue P2~ B - 7 Mk v Pagev Safetyw Tooliv @i~
[} HP Designiet T1200 PostScrit
e . 1l C 1} PN
NPABIAID / 18.2345 148 Printer status: () Replace G cartriage £
Mhaii [ selw ] Sueed ]
Stotus
Suppdes JOb q © n
Jobcenar @ concer | g@ wow [[Connectto 162565108 TGl | wove 1o tront $8 vewre S Retrean
Job queve &= )
Stoced o i el [P rre e
Submi b v B testiomix 7“ o1 17/07/08 14,48
Heatary v B testipei o 1TR708 1448
Usage | & @ restipex The servér 16.23,45.140 & povieqed-LWS requres & o 1707009 1448
Accountng Vi @B estipen \ESCETE A o an 1707509 1448
Color ol @ res2poec Warting: This server is requesting thal. your usemams and o 1207009 1448
=y passweed be sont in an neecure manner (bask: authentication
HP Profassional PANTONE Fmullicn | & B eseo without & sacUre ConnAction). on 1107109 1443
B sl e S 1 17/07/08 1448
B w2t e Do Ll = 1 1770708 1448
@ esippec Passwond: (1 17007003 1437
@ espex Wi Baaniend 1 170709 1437
& tesponx 1 170109 1437
@ esoon 1 1707008 1437
B w2 ["“: [ Careel I 1 V707108 1437

Administrator password

Access control is enabled by setting the “Admin account password”, specifying a password for the user account at
Admin level. The Admin password must then be provided in order to perform any of the following restricted

operations:

14

e (ancel, delete or preview a job in the job queue

e Delete astored job

e (lear accounting information

e (Change printer’s settings on the Device Setup page
e Update printer's firmware

e (Change printer's date and time

e (Change security settings

e View protected printer information pages
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HP Designjet T1200 PostScript - Security - Windows Internet Explorer

Security Settings

@-@ v (] http:/716.23.45.148/hp/device fwebiecess/index htmIcontent=security

x & -

[g HP Desigrjet T1200 PastScript - Security | ]

i Favarites | 4l £} dshared.com - free file sh.. & Filmlabbercom Recent.. v [ HP Drivers ] Get More Add-ons v

7] HP Designjet T1200 PostScript

HPIAG343D [ 16.23.45.148

Configuration .
Securi

Printer settings ty

Securty cess Control

E-mail server
Date & Time
Maintenance

Connectivity
Firmvare update

= =iy I = M

= Access control is currently disabled. To enable access control you must set the administrator user account

Printer status: (8] Replace G cartridge &3

Select an option to set the level of the control panel access lock:

Unlock
Minimum Lock
Moderate Lock

Intermediate Lock

Maximum Lock

Paper presst management Check to disable or Uncheck 16 S8 o T et TEpT
E Disable on-board Gigabit Ethernet *
Disable USB

MNote. * To disable this interface you shouid access the EWS through a different network inferface.

Fer will automatically restart.

€ Local intranet | Protected Made: OFF v H0% v
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@@ @[] htepy//16.23.45 148/hp device fweb A ccessfindes htmicantent=securityéiop=access_control
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Ig HP Designjet TL200 PastSeript - Security I }

i Faverites | 5l £} dshared.com - free file sh., & Filmlabber.cam Recent,. = [&] HP Drivers ] Get More Add-ons v

- v [ e v Pagew Safetyv Toolsv @v
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NPIAG343D / 16.23.45.148
[ == I v

Configuration .
Printer settings SR

Securty
E-mail server
Date & Time

N New password
Maintenance
Firmware update Confirm password

Paper preset management

Printer status: (2 Replace G cartridge &3

[ Srscco
Set the administrator usel

Dane

€ Local intranet | Protected Mode: OFF v EHI00% v




HP Designjet Printer Series Security Settings

& HP Designjet T1200 PastScript - Security - Windows Internet Explorer [=lEEs
@O v (i) hitpi//16.23.45.048/hp/cevicefwebdceessfindexhtm [ 4] % | [*8 Googte A -
x @ v

 Favorites | i3 £} dshared.com - free file sh.. 4 FilmJabber.corn Recent... = [B] HP Drivers ] GetMore Add-ons +

| @ P Designjet T1200 Postcript - Security ] Liov Bl v 0 @ v Pagew Safetyw Tooksw @~

/2] HP Designjet T1200 PostScript

~
HPIAG343D / 16.23.45.148 Printer status: (5] Replace G cartridge &3
TR ==
‘Configuration S -
ecurt
Printer settings ty E
Security
E-mail server
Date & Time:
Maintenance @  security: Settings have been changed successfuly.
Firmware update A security Warning: the guest user account is not set Click here to set the guest user account
Paper preset management
Click here to return 1o VL]
Done €& Local intranet | Protected Mode: OFf 43 - R0% -

If there is no administrator account, restricted operations can be accessed without a password.

3.4.1 Guest password

Once the administrator user account has been set, the administrator can also set the guest user account by specifying
a password for the guest.

If the guest user account is set, a username and password are required for all EWS operations: users indentified as

guests have access to restricted operations, whilst users identified as administrators have access to all operations.
If the guest account is not set, a username and password are not required for unrestricted operations.
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€ HP Designjet T1200 PostScript - Security - Windows Internet Explorer [P=n|ECR(E<=)|
@_o w [] hitpi//16.23.45.148 /hp/devicewebrccess/index htm?content=securityBiop=set_quest [ ++] x |[*V Googte 2 -
x & v
57 Favarites | 5 £} dshared.com - free file sh.,  f FilmJabber.com Recent., = [#8] HP Drivers @& Get More Add-ons =
— »
‘ & HP Designjet T1200 PostSeript - Security | | & - ~ = @ ~ Page > Safety >~ Tools ~ @v
/) HP Designjet T1200 PostScript
NPL4G343D / 18.23.45.148 Logged in as administrator Printer status: (E) Replace G cartridge @
ET—— s T
Configuration S .
ecuri
Printer settings ty H
Security Set the guest user account
E-mail server u
Date & Time Suest
Maintenance
Firmware update Confirm password l:l
Paper preset management Admiistrator password  [ae] |
et
Done €& Lacal intranet | Pratected Mode: Off v BU0m v
Notes:

e Some printers only have 1-level password access to the Embedded Web Server.

e The networking tab of the Embedded Web Server allows setup of another password. If the printer has an
EWS 1-level or multi-level password, then the networking password is common with the general EWS
password. If the EWS does not have password capabilities then the networking password is only used for
controlling access to the networking area of the EWS.

e For most printers that have a EWS password capability, it is also possible to setup the admin password
through Web JetAdmin, however only one level can be set so that Guest password cannot be setup from
Web JetAdmin.
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3.3  Exclude personal info from accounting

Enable or disable the printer to send an e-mail containing accounting information; if this setting is enabled, it is
imperative to also fill in the destination of the report using the Send accounting files to setting and also configure the
e-mail server on the Setup Page.

In some cases customers prefer not to send personal data from the printers via email and so the option Exclude
Personal information from accounting e-mail is now available in the Embedded Web server. If this option is selected,
accounting e-mails will not contain personal information (user name, job name, account ID will be left blank in the
accounting file sent by email from the printer).

Typically this option is used for managed print or pay-per-use contracts to ensure that only the data (counters)
relevant for billing are being sent by the printer. Personal information about who printed which file is not required for
billing purposes, and can be excluded from the accounting email. This personal information is typically used for cost
allocation within a company.

’E HP Designjet T1200 PostScript - Printer settings - Windows Internet Explorer

@O - |g, hittpif#16.23.45.148/hp/device fivebAc cessfindex htmfoontent=device_setup
x @& v

77 Favorites | 9 £] dshared.com - free file sh..  § Filmlabber.com Recent... v [B] HP Drivers @] Get More Add-ons v

oo .
(=]

@ HP Designiet T1200 Pos... X | @& HP Designjet TH70 - Printe.. | |

[/7) HP Designjet T1200 PostScript

NPI463430 / 16.23.45.148
TR = [ s ]

Configuration . -

i ! Printer settings
Printer settings
Security
E-mail server B Printer settings

a Printing preferences

Date & Ti

ate & time Graphics language: Automatic
Maintenance Margin Layout: Standard
Firmware update B Job management

CQueue: On

Nest: Optimized order

Max. number of printed jobs: 32

Start printing: After processing

Max. number of stored jobs: 10000

Username is required Off

Use crop lines when printing Off

Use crop lines when nest iz enabled On
a Accounting

Max. number of logged jobs: 10

Require account ID: OFf

Send accounting files: Enabled

Send accounting files to: gelarke@hp.com

Send accounting files every: 7 days

Exclude personal information from accounting e-mail: Off
B Advanced

Units: Metric

Cutter: On

Roll switching options: Minimize paper waste

B web Services
HP Printer Utility: Enabled
Color and paper management: Enabled

B Embedded Web Server preferences

Refresh rate (seconds): 180

Paper preset management

= =
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3.4 Disable connectivity interfaces

Depending on the printer series, there are some ports that can be disabled to prevent unauthorized printing and
possible data theft.

It may be desirable to disable the USB printing port to avoid people from connecting a laptop directly into the printer
and printing through the USB.

If a JetDirect card is installed to add extra security features, then disabling the onboard Ethernet may be required.

(& HP Designjet T1200 PastScript - Security - Windows Internet Explorer o= ==
@O © [ http://16.23.45.148/hp/devicefebAccess/inde i Tcontent=security ~[ 4+ x |[#8 Googe o -
x @& -

o Favorites | 13 £} dshared.com - free file sh.. f Filmlabber.com Recent.. v [§] HP Drivers g] Get More Add-ons +

| @ HP Designjet T1200 PostScript - Security ‘_‘ %iv B v # v Pagev Safetyv Tookw @<

[/2) HP Designjet T1200 PostScript

NPIAG3430 / 16.23.45.148 Printer status: (2] Replace G cartridge @
TR = TR
Configuration S .
ecur
Printer settings ty n
Security Access Control
E-mail server
Date & Time = Access control is currently disabled. To enable access control you must set the administrater user account

Maintenance
Connectivi
TR

Paper preset management Check to disable or uncheck to enable connectivity options. If any of them are changed, the printer will automatically restart.

Disable on-board Gigabit Ethernet *

Disable USB

Mote: * To disabie this interface you should access the EWS through & different network interface.

Control Panel Access Lock

Select an option fo set the level of the control panel access lock:

Unlock

Minimum Lock
Moderate Lock
®© Intermediate Lock

Maximum Lack

=

€ Lacal intranet | Protected Mode: OFf v BL0% v

If a connectivity option is enabled or disabled, the printer will automatically restart. Keep in mind that disabling a
connectivity option could cut off network access to the printer. As a security measure, disabling the connection used to
access the Embedded Web server is not permitted.

Note: Contact HP support in case the printer’s front panel is locked and cannot be unlocked.
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3.5 Disable protocols

In some cases, disabling all protocols that are not planned on being used to access the printer may be required, for
example, to prevent users from sending files through the ftp, or connecting through telnet to manage the printer
network settings. Disable unused protocols through the Mgmt. protocols option in the Embedded Web Server or
Network enable features in Web JetAdmin.

[ 1623.13.181 - Windows Ini

@ HP Designjet T2300 PostScript

MNPI002655882481 / 16.23.13.181
Networking
Configuration M
mt. Protocols
TCP/IP Settings g £ m ‘ g
Other Setti
Sy Select the protocols and services that you want to enable.
Security
Settings
Autth i Enable Print Enable Device Name Resolution
e Services Discovery =
Mgmt. Protocols LLMNR
: ) ¥l 9100 SLP
IPsec/Firewall Enable WINS Port
Diagnostics LPD Bonjour
. WINS Registration

Network Statistics Web Senvices Print Multicast 1Pwd
Protocol Info - -

¥ FTP WS-Discovery
Configuration Page

Enable Management Protocols

Enable Telnet

HP XML Senvices

¥ Cenificate Mgmt Senice

€L Local intranet | Protected Mode: Off v B10% -

| Statusl Corfig |.Nerts | Troubleshoot | Groups | Reparts | Supplies | Storage | Solutions | Capabilties | Flrrnware|
ﬁhpply Template... ‘ﬁf‘u'iew History ﬁ Customize... g Refresh |

—IPvd Information ~ able =~
- |PVE Information [ EWS Corfig T
- Link Setting
- mONS Service Name | Teinet Config
& Metwork Enable Features [k SLP Corfig
-+ SNMP Trap Destination T.. -
7] FTP Print
- System Contact firing E
- System Location LPD Prirting
-+ System Name 9100 Printing
-~ TCP Idle Timeout
- TCPAP Configuration Met.. mDNS Cortig
| - Upload Cﬂ-CertiﬁcatlB e IPv4 Mutticast Canfig —
4 114 3 1 -
Save as Template Schedule App
3.6 IPSec

A Firewall or IP Security (IPsec) policy allows the control of traffic to or from the device using network-layer protocols.
Either a firewall or IPsec / firewall pages will appear depending on whether IPsec is supported by the print server and
device. If IPsec is not supported, firewall pages will be displayed and a firewall policy can be configured.

Note: Before enabling a firewall or IPsec policy, make sure there is secure access to the configuration management

settings (for example, through an administrator password). This will ensure t policy is not easily disabled through
Telnet, control panel menus, or other management tools.
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Firewall: A firewall policy consists of up to 10 rules, where each rule specifies the IP addresses and services allowed
by the print server and device. To add a rule, click ‘Add Rule’. This setting runs a wizard to help configure each rule.
IPsec / Firewall: An IPsec / firewall policy consists of up to 10 rules. As with a firewall policy, each rule specifies the IP
addresses and services allowed by the print server and device. With IPsec support, one can apply IPsec authentication
and encryption protocols for those addresses and services. To add a rule, click ‘Add Rule’. This runs a wizard to help
configure each rule.

For a detailed description of wizard settings and additional help, click Jetdirect IPsec/Firewall Help.

3.7 SNMPv3

Enable and disable the SNMP v3 agent from the printer. An account may be set up that allows a management
application to access the SNMP v3 agent.

Networking

Configuration

. Mgmt. Protocols
TCP/IP Settings

Other Settings
Security SNMPv1/v2
Settings

@ Enable SNMPv1/2 read-write access
Authorization

Set Community Name:

Mgmt. Protocols

IPsec/Firewall

Diagnostics Get Community Name:

Metwork Statistics Confirm Get Community Mame:

Protocal Info

| |
Confirm Set Community Name: | |
| |
| |

[C] Disable SNMPv1A2 default Get Community Name of "public”

Configuration Page

) Enable SNMPv12 read-only access
) Disable SNMPv1A2

SNMPv3

[C] Enable SNMPv3

User Mame: |

Authentication Pratocol: g5 = Passphrase: | |

Privacy Protocal: DES ~- Passphrase: | |

Context Name:

To enable or change an SNMPv3 setting, values must be entered in all three fields.
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3.8 CA/JD Certificates

Request, install, and manage digital certificates on the HP JetDirect print server. Certificates are used to identify the
JetDirect print server both as a valid Web server for network clients, and as a valid client requesting access on a secure
network. By default, the JetDirect print server contains a self-signed preinstalled certificate.

/& 16.23.13.181 - Windows Interet

@ HP Designjet T2300 PostScript

NPI002655882481 / 16.23.13.181

Networking
Configuration A - -
uthorization T
TCP/IP Settings ‘ E
Network Settings Admin. Account eI
Other Sett
Rreng Certificates are used to identify devices on the network.
Security
Settings Jetdirect Certificate
A iraiion By default, a pre-installed self-signed Jetdirect certificate is created to identify Jetdirect. You can change this certificate to more accurately identify the device and to update the

length of time the certificate is valid.
Magmt. Protocols

IPsec/Firewall Status: Installed

Diagnostics
Network Statistics CA Certificate
Protocal Info ’ - . . - y .
A Certificate Authority (CA) certificate is required for some authentication methods. It is used to verify the authentication server's certificate. The CA cerificate must be the
Configuration Page certificate of the CA that signed the authentication server's certificate.
Status: Not Installed
oo |

3.9 HidelP from front panel
Some printers includes an option in the Service Menu, accessible with the help of an HP Support agent only, that
allows hiding all IP information from the printer’s front panel.

3.10 Encrypt web communications

Securely manage the network device using a Web browser and the HTTPS protocol. To authenticate the HP JetDirect
Web Server when HTTPS is used, configure a certificate, or use the pre-installed, self-signed X.509 Certificate. The
encryption strength specifies what ciphers the web server will use for secure communications. Supported cipher suites
are DES, RC4, 3DES.

By enabling encryption, the web server encrypts all web communication, forcing all connections to use HTTPS.
Enabling encryption can also be configured to allow both HTTP (unencrypted) and HTTPS connections. In secure
environments, choose to encrypt all web communications. Otherwise, sensitive management data (Administrator
Password, SNMP Community Names, and secret keys) may be compromised.

22



HP Designjet Printer Series Security Settings

3.11 Disable USB drive

Use this option to disable the USB drive preventing somebody connecting a device to print or to scan images.

) Security
USB drive Enabled ®

Firmware upgrade from USB Enabled ®

Direct print using HP ePrint & Share Enabled ®

Enable Intemet connection YesP

& HP Designjet T2300 PostScript - Security - v [ dm v Pagew Safety~ Tools~ @~
Paper management =
] Disable USB printing

Note: * To disable this interface you should access the EWS through a different network interface.

Disable USB drives
=] Disable firmware update from USB

Control Panel Access Lock

Select an option to set the level of the control panel access lock:

L] Unlock
Minimum Lock
Moderate Lock
Intermediate Lock

Maximum Lack

3.12 Disable firmware update through USB
Disable the possibility of upgrading the printer by installing the firmware via a USB device.

3.13 Disable direct print using ePrint&Share

In some printers, when connecting a computer directly with a USB cable, one can print without installing any driver,
this can be done by launching the ePrint&Share application that resides inside the printer. This feature can disable
direct printing so that printing through the USB cannot be done unless the driver (or ePrint&Share) is installed in the
computer.
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3.14 Disable ePrint Center connectivity
Disables the ePrint Center functionality preventing somebody printing remotely to the printer.

Security

AL ol

Gigabit Ethemet Enabled
HP ePrint Center connectivity Enabled *

User sessions

Printer access control

3.15 User sessions
Allows setting a timeout so that open sessions to ePrint&Share from the printer front panel are automatically closed if
they are not used.

3.16 Disable internet connection
Disable the direct connection of the printer to the internet. This option would also prevent the printer from
automatically performing firmware upgrades.

3.17 Printer Access control
For some printers, when setting an Embedded Web Server admin password, it is also preventing access to certain front
panel features. The features protected in the front panel are:

e Network connectivity & Internet Connectivity
e  (Control firmware upgrades

e Reset factory defaults

e External hard disk connection

e Security

If a user loses the admin password, it is not possible to reset it so the printer would be locked. There is a service menu
option to reset the admin password.

3.18 External hard disk (EHD)
Some printers allow the connection of an external hard disk. Any HP Designjet printer with an internal hard disk uses it
for four main purposes:

e Store the printer’s firmware & resources (media profiles, demo plots, diagnostic plots)
e Virtual memory for job processing

e Job storage/queue

e Storage for printer’s accounting data

The HP Designjet External Hard Disk was designed to fulfill one specific use for those security conscious customers
that want to preserve the confidentiality of the jobs being printed in their HP Designjet printers.
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How the system works
1. Connect the External Hard Disk (EHD) into the printer’s USB host port.
2. The printer will detect the EHD and will ask the customer for permission to install it. When the customer
accepts, the printer will perform the following step:
3. A copy will be made of all the customer’s information that is stored in the internal HD and copied to the
external HD.
4. The customer’s internal HD partition will be deleted after a highly secure erasing process (DoD 5220.22-M).
5. The printer will be configured to use the EHD as the repository for ALL customer jobs (including the temporary
processing storage area).
6. Once the EHD has being installed, all the customer jobs will ALWAYS be stored in the EHD
7. When the printer is switched off, as a security measure, the EHD can be removed and kept in a secure location.
Notes:

Once the printer has an EHD installed it can no longer be initialized without it.

If for any reason the installed EHD is no longer available (the customer loses the EHD, or the EHD is broken),
there is a mechanism (through a special bootmode controlled with an specific front panel key combination)
that reconfigures the printer to work without the EHD. However in that particular case, all the information
stored in the EHD is lost.

Once the EHD is installed on a particular printer, it becomes fully tied to it. It is not possible to move this EHD
to another HP Designjet printer without losing the stored information. When the printer detects an EHD that
has been installed on a different printer, it will advise the customer about it. If the customer decides to go
ahead and use the EHD on a different printer, the printer will erase the contents of the EHD (once again, using
the highly secure DoD 5220.22-M process)

The EHD has its own software based encryption mechanism that prevents anyone reading the contents of the
EHD, for instance, by plugging it into a PC. The encryption system is not a standard one and cannot be
considered as an extremely secure encryption mechanism (such as the standard encryption system DES, RSA,
FIPS 140...), but it does add a level of security that makes it difficult when trying to read the contents by just
connecting the disk to a PC.

The EHD is not intended to be used as an USB memory stick, that is, to copy documents from a PC, plug it into the
printer and to print them.
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3.19 Jetdirect Security Wizard (HP T920-T1500 only)

The HP Jetdirect Security Configuration Wizard allows a user to configure security settings for HP Jetdirect print server
management. There are 3 levels of Network Security that can be set:
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Basic
Configure Admin password shared with other tools such as Telnet and SNMPv1/v2
Enhanced
Disables unsecure management protocols (FTP, Telnet, RCFG, SNMP v1/v2c)
Enable SNMPv3
Enable SNMPv1/v2 read only access
Custom
Manually adjust all the settings

[ 1 sy R oo ot Progon |t

Configuration -

TCP/IP Satfings Settings m | E
Metwork Settings Wizard

Other Settings

irPrint Welcome to the HP Jetdirect Security Configuration Wizard

Security

Settings The HF Jetdirect Security Configuration Wizard sllows you to configure security settings for HP Jetdirect print server management.

Authorization

Mgmt. Protocols ‘Current Security Level: None

BO2.1X Authentication [ StatWiea

IPsec/Firewall Caution:If you use HP Web Jetadmin to manage your devices, we strongly recommend that you configure HP Jetdirect security settings using HP Web Jetadmin.
Diagnostics

Network Statistics

Protocol Info

‘Configuration Page
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4. Designjet Security features vs LaserJet

Some security features are available only after installing a JetDirect 635n or similar.

4.1 Access Control list

This feature lets one determine the access control list (ACL), which is used to specify the IP addresses on a network
that are allowed access to the device. The ACL is normally used for security purposes and supports up to 10 entries.
The device blocks communications from all other addresses. If the list is empty, any system is allowed access. By
default, host systems with HTTP connections (such as web browser or IPP connections) are allowed access regardless
of ACL entries. This allows hosts to access the device when proxy servers or Network Address Translators (NATs) are
used. However, unfiltered access by HTTP hosts may be disabled by clearing the Check ACL for HTTP checkbox.

Host systems that have access are specified by their IP host or network address. If the network contains subnets, an
address mask may be used to specify whether the IP address entry is for an individual host system or a group of host
systems. For an individual host system, the mask “255.255.255.255” is assumed and is not required.

CAUTION! A user may lose the ability to communicate with the device if the system is not properly specified in the list,
or access through HTTP is disabled. If communications with the device is lost, restoring network settings to factory-
default values may be required.

4.2 802.1X Authentication

802.1X is an IEEE Standard for port-based Network Access Control. It provides an authentication mechanism to
devices that want to connect to a LAN.

For most 802.1X networks, the infrastructure components (such as LAN switches) must use 802.1X protocols to
control a port's access to the network. If these ports do not allow partial or guest access, the print server may need to
be configured with your 802.1X parameters prior to connection.

To configure initial 802.1X settings before connecting to a network, use an isolated LAN, or a direct computer
connection using a cross-over cable.

The supported 802.1X authentication protocols and associated configuration depend on the print server model and
firmware version. For more information on 802.1X features please click here.
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5. Designjet Security features vs LaserJet

HP LaserJet printers have some security features that are not yet available in HP Designjet printers.
As a brief comparison, please find the comparison between HP LJ 9050 series and Designjet T1200 series.

Security Settings

Security Feature | L9050  DJT1200 |
Authentication Manager Yes No
Control panel lock Yes Yes
Device Password Yes Yes
Direct Connect Ports (USB/IEEE 1284) Yes Yes

File erase mode Yes Yes

File system access settings Yes No

File system password Yes WJA only
Job Held Timeout Yes No

Job Retention Yes No

PJL Password Yes No
Remote FW upgrade Yes Yes
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6. Glossary

Active Directory (AD)

Security Settings

An advanced, hierarchical directory service that comes with Microsoft Windows
servers (version 2000 or later). It is LDAP-compliant and built on the domain
naming system (DNS) used on the Internet. Workgroups are given domain names,
exactly like Web sites, and any LDAP-compliant client — such as Windows, Mac, or
Unix — can gain access.

Adobe PostScript

Developed by Adobe, this is the standard page description language (PDL) for the
graphics arts industry and commercial printing. Many printing devices support
PostScript with a built-in PostScript interpreter

Color Access Control

Settings to determine which users and/or applications are allowed to print in color

Device Password
(L) feature)

This is equivalent to the designjet’s web server password. It helps protect the
printer from unauthorized access through remote applications

Domain Naming System (DNS)

Converts host names and domain names into IP addresses on the internet or on
local networks that use the TCP/IP protocol.

Embedded Web Server (EWS)

The EWS resides on a hardware device (such as an HP Designjet) or in the printer
firmware. The EWS allows you to review, configure, and change settings on an HP
Designjet after inputting an IP address into a Web browser from the computer

File System Access settings
(LJ feature)

File system access settings: The File System Access options allows to completely
disable many of the access points to the printer’s data storage system. These
access points are for various types of usage for the printer. The options are:

e PJLdisk access

e SNMP disk access
e NFSdisk access

e PSdisk access

HP recommends enabling PS Disk Access to allow to print PS files, and disable the
rest

File System Password (L)
feature)

The File System Password feature helps protect the printer’s data storage system
options from unauthorized access. With the File System password configured, the
printer requires the password before it will allow configurations to features that
affect the data storage system. Some of these features are the Secure disk erase
mode, the Secure Storage Erase feature, and the File System Access options.

Hide IP address from front
Panel

Option in the Service Utilities menu of the front panel to show/not show the
Internet Protocol (IP) address of your printer. In that way, only registered users or
network administrations will know the correct address to submit jobs to the
printer

HP Web Jetadmin

Web-based fleet management software tool for remote installation,
configuration, problem resolution, proactive management, and reporting. For
more information go to; www.hp.com/qo/webjetadmin

IP multicast

A one-to-many transmission of data over an IP network.

IPSec

Internet Protocol Security (IPsec) is a suite of protocols for securing Internet
Protocol (IP) communications by authenticating and encrypting each IP packet of a
data stream. IPsec also includes protocols for establishing mutual authentication
between agents at the beginning of the session and negotiation of cryptographic
keys to be used during the session.

In our case, IPsec is used to protect data flows between the host and the printer.

Job Held Timeout
(L) feature)

This feature is part of the Job Retention feature. It limits a held job to the selected
time, and then the printer deletes it. A user should select a reasonable timeout
value for this setting to allow enough time for a user to walk to the printer to print
ajob or to allow time for jobs to print in a queue.
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Job Retention
(L) feature)

This feature provides job retention options such as private job and hold job. A user
will be able to ensure that they are present during printing to provide privacy for
documents in the printer output bins.

Multicast DNS (mDNS)

Also known as Bonjour or Rendezvous, mDNS uses IP multicast with DNS to
provide the capabilities of a DNS server for service discovery in a small network
that does not have a DNS server.

PJL Password
(L) feature)

The PJL password feature helps protect the printer from unauthorized
configurations through Print Job Language (PJL) commands. It does not affect
ordinary print jobs. Once the PJL password is configured, the MFP requires it
before it will process any of these commands

Remote Firmware Upgrade
(LJ feature)

This service allows an administrator to use a custom application to upgrade the
printer’s firmware remotely. Since HP recommends using HP Web Jetadmin to
upgrade MFP firmware, one should disable Remote Firmware Upgrade.

Simple Network Management
Protocol (SNMP)

This is a network monitoring and control protocol.

SNMPv3

SNMP (Simple Network Management protocol) allows users to manage the printer
using SNMP management tools, such as HP Web JetAdmin. SNMP is also the
protocol for communicating from the printer to the Windows driver. SNMPv3
provides security through user authentication and data encryption

Subnet

A logical division of a local area network, which is created to improve performance
and provide security. A subnet limits the number of nodes that compete for
bandwidth.

Authentication Manager
(L) feature)

It allows administrators to secure Device Functions by requiring users to log in
with a specific Log In Method for each Function. For example, users may be
required to log in with an Access Code or PIN to make copies yet be required to log
in with a username and password to send e-mails.

Log In Methods: The following Log In Methods are available with the latest device
firmware upgrade:

Group 1 PIN: Requires users to input a numeric code for access when at the
control panel of the device. The numeric code entered by the walk up user is
compared to the first of two PINs stored on the device by the Administrator. When
the PIN is entered correctly, the user can proceed.

Group 2 PIN: Requires users to input a numeric code for access when at the
control panel of the device. The numeric code is compared to the second of two
PINs stored on the device by the Administrator.

LDAP: Lightweight Directory Access Protocol, Requires users to input a username
and password that are verified by an LDAP server.

HP Digital Send Service (if available): Also known as DSS. Requires users to enter
credentials that are verified by the HP Digital Send Service software. (HP Digital
Send Service software must be available to use this Log In Method. If no DSS
server is associated with this device, walk-up users will not be required to
authenticate before using the device.)

Kerberos: Requires users to enter a username and password to be verified by a
Windows Server.

For more information

About HP Designjet printers: www.hp.com/go/designjet

About HP WebJetAdmin: www.hp.com/qo/webjetadmin
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